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INTRODUCTION

Electronic voting (e-voting) represents a signi cant challenge for election
observers! These technologies have the potential to facilitate and improve
electoral processes and are adopted for a number of reasons. These include
the perceived advantages in increased voter access, the possibility of
decreased costs (in the long term), facilitation of the conduct of simultaneous
or complex elections, earlier announcement of results, potentially fewer
opportunities for retail fraud, and fewer errors by voters and poll workers.

These technologies, however, pose risks to the integrity of the electoral
process that can quickly erode public con dence. Such risks include the
possibility of technical failure, external interference with the system, internal
malfeasance, and the loss of oversight by and accountability of the election
management bodies. These threats have the potential to violate fundamental
electoral rights and to subvert the will of the people on a large scale and in an
undetectable manner

Many aspects of an e-voting system are essentially unobservable using
traditional observation methods. The Carter Center recognizes that election
observers must equip themselves with a new set of tools and methodologies
that allow better understanding not only of the technologies in use but also

the systems of checks and balances put in place to support the use of e-voting
technologies. To respond to these challenges, The Carter Center developed
the Baseline Survey for Observing Electronic Voting. First released in a
handboctable manner




UBeelopment of the Baseline Survey for Observing Electronic
Voting. This section provides background on the Center’s efforts to






The third and nal test of the baseline survey occurred during the May 10,
2010, Philippines electiong. The 2010 Philippines elections were the rstin
which a nationalized system of optical mark recording devices would be used
in the country. The Carter Center sent three electoral technology experts to
the Philippines to observe pre-election testing, auditing, and public education.
These experts were joined by another seven observers on election day. The
Philippines mission allowed The Carter Center a nal opportunity to make

nal revisions to the baseline survey.

This handbook revises and expands upon the 200Beveloping a Methodology
for Observing Electronic Votingpublication, incorporating the cumulative
recommendations and lessons learned over the course of the three missions
and serving as a supplement to the other tools and resources available

to Carter Center observers. The Carter Center hopes the general focus of
the baseline survey will allow users to apply it to any number of voting
technologies, while the comprehensive framework of questions will provide
necessary detail to facilitate a solid understanding of the system in use.

4The nal report from the Philippines mission is available at http://www.cartercenteorg/resources/pdfs/news/peace_
publications/election_reports/philippines-may%202010-elections- nalrpt.pdf.



VOTING TECHNOLOGIES
AND THE ELECTION
OBSERVATION MISSION

Observation of voting technologies is only one aspect of a larger election
assessment that should focus on evaluating whether a number of fundamental
human rights are ful lled throughout the electoral process. Outlined in the
following section of the handbook are the roles and responsibilities of key
staff members and the impact of e-voting technologies on the recruitment

and training of observers as well as on the collection and analysis of data.
This handbook is intended as a supplement to other Carter Center tools and
resources for observing elections.






Ideally, LTOs also will be deployed throughout the country by the time testing
begins so that they can collect data and send it back to the e-voting expert and
core team for review.

It is also critical that staff focused on the use of voting technologies remain
in-country throughout the electoral dispute resolution process, or at least
until any disputes related to the use of technology have been resolved.
While assessing the electoral dispute resolution process also may be a key
responsibility of the mission’s legal analyst, knowledge of and familiarity with
the e-voting expert’s technology processes may be critical in deepening the
team’s understanding of the legitimacy of legal claims.

REsouRrcEs AND OBSERVATION ToOLS

In addition to the Baseline Survey for Observing Electronic Voting, there

are a number of tools and resources that can assist in the collection and
analysis of data on e-voting technologies. First and foremost among these is
the Database of Obligations for Democratic Elections, which will help the
e-voting experts and the rest of the core team understand the obligations

to which the host country has committed regarding the use of e-votingAs
outlined in subsequent sections of this handbook, there are few international
obligations or commitments speci cally regarding the use of e-voting.
However, those commitments that do exist can help provide an understanding
of international good practice with regard to the introduction and use of
e-voting technologies. In addition, a growing number of publications on
e-voting technologies can provide guidance as necessary. A non-exhaustive
bibliography of such resources is included in Appendix G of this handbook.

E-voting experts undoubtedly will refer heavily to the election laws of the host
country and any rules and decrees or policies and procedures disseminated
by the election management body (EMB). These resources are critical to the
successful analysis of the system and should be collected as early as possible
in the life of the mission.

Long-term election observers (LTOs) can serve as primary data collectors for
the e-voting expert. E-voting technologies should be included as an area of
assessment in the LTOs’ weekly reporting templates, and the e-voting expert
should work closely with the LTO coordinator to analyze and comment on
the data collected by the LTOs. Areas of assessment for the LTOs can be
drawn from the baseline survey, as well as from the e-voting experts’ own
experiences in the capital city. In addition, the e-voting expert and the LTO
coordinator should work together to develop checklists for LTOs to use to
collect quantitative data throughout the pre-election testing processes.

5 http://www.cartercenter.org/des-search/des/



TRAINING FOR OBSERVERS

The Carter Center selects observers with a wealth of experience and
knowledge. However, in many cases these observers have not participated
in a mission assessing voting technologies before or are not familiar with
the particular type of technology employed in an observed state. This
makes training for observers critical to the success of the mission. While
not all observers will be expected to focus primarily on assessing voting
technologies, it is a central part of the electoral process as a whole and one
with which all observers must be familiar

LoNG-TERMOBSERVERS

At least a half day of the mission’s LTO training should focus on issues related
to the use of voting technologies. Long-term observers need not be familiar
with all technological details of a system’s internal components. However,
they should understand:
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pre-election period
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Training for observers should include the following essential elements



SHORT-TERM OBSERVERS

Training for STOs should provide a basic understanding of the system in

use, including the functionality of the voting technology and what security
protocols they should expect to nd in place at the polling station and
tabulation centers. This “issue spotting” is particularly important at critical
times in the day like poll opening and poll closing. To ensure observers
internalize the lessons about voting technologies, it is best to have some
sessions that focus only on the technology, while other sessions may integrate
potential issues within a larger framework of the election day processes.

RoLE oF THE LoNG-TERM OBSERVER

While LTOs do not bear primary responsibility for the completion of the
baseline survey, they do play a pivotal role in the collection of data regarding
the preparation, testing, or auditing of voting technologies outside the capital
city. The e-voting experts should work closely with the LTO coordinator

to make sure that LTOs are collecting appropriate, accurate, and useful
information regarding the use of the voting technologies and are effectively
reporting on this aspect of the process in their weekly reports. The technology
in use should not become an overwhelming preoccupation of the LTOs, who
must continue to observe other aspects of the unfolding electoral process as
well.

The ability of LTOs to effectively observe aspects of the adoption of voting
technologies often hinges on the success of the training they receive upon
arrival in country. Again, while it is not necessary for LTOs to be familiar with
all technical aspects of internal data transmission or retention, they should
be comfortable looking at, evaluating the functioning of, and communicating
about the electoral technology in use.

In some cases it may be useful to recruit LTOs with a nontraditional skill set,
such as a background in computer science, who may be paired with an LTO
with a strong understanding of the electoral process and the host country.

In such cases, the eld of ce director, LTO coordinator, and e-voting expert
should work closely with Atlanta staff to ensure that suitable LTO candidates
are identi ed and recruited.

ROLE OF T. complhEeir weekly reports
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Working closely with the LTO coordinator and other key staff, the e-voting
expert should provide input on the questions to be included in the STO
checklists. The e-voting experts may wish to provide special communication
lines for observers to call if they note a problem with the electoral technology.

This can be very helpful to STOs as they collect information in the time period
immediate to election day.
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3. accountability for the impact of the technology on the integrity of the
electoral process

4. accuracy and speed in the voting and vote counting process

5. sustainability and cost-effectiveness of the system based on the realities of
the country in which it is being introduced

6. security of the system

These principles are outlined inObserving Electronic Votinga document
prepared for the Fifth Meeting on the Implementation of the Declaration

of Principles for International Election Observation (Atlanta, Ga., October
2010), which may provide guidance to Carter Center EOMs observing
e-voting technologies. This document distills the common experiences of
endorsers of the Declaration of Principles (based on key publications of
these organizations) into a short set of guiding principles. The full text of this
document can be found in Appendix C.

SOURCES OF PUBLIC INTERNATIONAL LAW

This section of the handbook draws heavily from guidance on electoral
processes found in public international law. To identify and determine
assessment criteria for international obligations for democratic elections,
four types of international human rights sources are referenced. These
sources include:

U@bligation (OB) Obligations clearly codi ed in treaties

UlBtErpretation (IN) Interpretation of treaty obligations by treaty monitoring
mechanisms (such as the Human Rights Committee) or international courts
(such as the European Court of Human Rights)

UABHEtical Commitments (PC) Nonbinding instruments such as declarations
or other political commitments, which serve as evidence of state practice and
customary law

UG HRer sources (OS) Handbooks, manuals, and other sources that can
provide additional evidence of state practice (customary law) with regard to
electoral processes

Every footnote reference includes a marker indicating whether the source
document is an obligation, interpretative document, political commitment, or a
source that can serve as evidence of state practice. The relative weight given in
the source document by the EOM staff should correspond to this hierarchy. For
more on how to use international obligations to assess elections, please refer to
the Carter Center website.
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ASSESSMENT OF THE LEGAL FRAMEWORK

The legal framework should lay the foundation for the use of the e-voting
technologies and for ensuring that fundamental human rights are ful lled
through their use. Early assessment of the laws and regulations governing an
election helps observers identify potential problems, recognize inconsistencies
between sources of law, and develop a sound understanding of the role of
e-voting technologies in the electoral process.

The key activities, responsible team members, and outputs of an assessment of
the legal framework for the use of e-voting are summarized below.

*k%

Responsible EOM Staff:
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Materials Needed:
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process, and applying measures that prevent voters from casting more than
one electronic ballot into the electronic ballot box®

In particular, the rights to voté by secret ballotto be elected:® and to
participate in public affairs should be protected, and special consideration



should be given within the legal framework to the potential impact of e-voting
technologies on these rights! Further, the legal framework must guarantee
that the use of voting technologies does not undermine equal suffrage and the
ability of all persons to participate in elections free from discriminatiof? At a
procedural level, this will require measures that prevent a voter from casting
multiple ballots'® as well as efforts to ensure the participation of persons with
disabilities, those who are illiterate or computer illiterate, or who otherwise
may be unable to effectively use the chosen electoral technolody.

Where Internet or other remote voting procedures are used, provision should
be made to allow voters the alternative of casting their ballots in a secure and
controlled environment.!® To the extent possible, steps should be taken to
ensure the secrecy of the ballot in unsupervised environments.

Carter Center EOMs should consider not only whether the legal framework
provides for such rights but also whether it provides for audits and other
procedures to ensure that rights are protected.

THE LEGALFRAMEWORKSHOULD BE CLEARAND CONSISTENTAND ANY CHANGESTO
IT MADE WELLIN ADVANCEOF ELECTIONDAY.

It is important that the legal framework be clear and consistent and that,

15



in law and in other procedures, such as the testing and certi cation of
equipment. Overall, Carter Center observers should assess the degree to
which legal provisions regarding certi cation, tests, and audits create a
meaningful accountability mechanism.

THE ROLEOF KEY STAKEHOLDER®N THE PROCESSHOULD BE MADE CLEARWITHIN
THE LEGALFRAMEWORK

The use of e-voting technologies can introduce a number of new stakeholders
to the election process or may increase the signi cance of the role of
traditional stakeholders. For example, technology vendors can play a more
important role in electronically enabled elections. Civil society and political
parties have a critical role to play in all electoral processé$in the context

of elections that use e-voting technologies, the importance of this role is

ampli ed since the transparency of the process is often decreased by the
introduction of e-voting technologies. The roles of all such stakeholders
should be clearly outlined in law.

Observers should evaluate the roles and responsibilities of these

actors—both traditional stakeholders such as election management bodies
and nontraditional stakeholders such as certi cation bodies, vendors, and
contractors—as outlined by law and focus speci cally on their legally
enforceable accountability. Carter Center observers should consider the
degree of access granted by the legal framework to domestic observer groups,
candidates, and political party agents (in addition to members of international
observation delegations) in all aspects of the electoral process, including the
testing and auditing of technologies.

THE LEGALFRAMEWORKSHOULD DETERMINETHE LEGALRELATIONSHIFBETWEEN
ELECTRONICAND PAPERBALLOTSAND ACTIONSTO BE TAKEN IN CASESOF
DISCREPANCBETWEENTHEM.

A voter veri ed paper audit trail (VVPAT) allows a voter to cast a ballot
electronically and then verify that the machine has accurately recorded the
vote by checking a paper ballot that captures the voter's choice. This paper
receipt or ballot should then be placed in a secure ballot box that protects

the secrecy of the ballot. The use of VVPATs and mandatory audits of those
paper vote records are the most effective way of ensuring that the vote is
counted as cast, and provision for such safeguards should be included in

the electoral code. If the audits are conducted on the basis of a statistical
sample of machines, the sampling method should be clear and be consistently
applied, and sound statistical sampling practices should be followed produce
meaningful results that can be extrapolated to the universe of machines in use.

190B: UN, ICCPR, art. 25(b) (right to participate in public affairs)
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The legal framework should determine the legal relationship between
electronic and paper records, as well as what constitutes the legal record of
the vote (the electronic ballot vs. a paper ballot). It should provide clear and
consistent guidance on the steps to be taken in the event that the veri cation
processes nd discrepancies or anomalies between election results and other
records of the vote.

A Carter Center mission should have as clear as possible an understanding of
the relationship between the electronic and paper ballots and the potential
impact this will have on audits, recounts, complaints, and appeals. For
example, if the ballot or legal record is the electronic ballot only, then a
recount of paper ballots may have far less meaning. In addition, observers
should consider whether the framework provides for a system of checks and
balances that promotes and strengthens electoral integrity when e-voting
technologies are used.

THE LEGALFRAMEWORKSHOULD INCLUDEA CLEARELECTORAICALENDAR
INCLUDING THOSEASPECTRELATEDTO E-VOTING.

The obligation to hold periodic electiong® requires that a clear calendar for
electoral activities be in place in advance of the election. The period of time
in which voting can take place should be clearly establishett. The electoral
calendar should be coherent and allow enough time for each phase of the
process to be ful lled, including all pre-election tests, certi cation, and other
processes?

Observers should carefully assess the degree of impact the electoral calendar
has on the implementation of the election. In addition, time should be allowed
to effectively respond to the outcomes of these processes.

THE LEGALFRAMEWORKSHOULD PROVIDEA MECHANISMFOR THE IMPLEMENTATION
OF EFFECTIVEREMEDIESOR VIOLATIONSOF RIGHTS

Genuine elections require effective electoral dispute resolution bodies that
function in a timely and transparent manner, fostering public con dence.

17






ASSESSMENT OF THE TECHNOLOGY IN USE

The details of the e-voting system and its method of introduction can greatly
impact the exercise of fundamental rights and freedoms during the electoral
process.

The key activities, responsible team members, and outputs of an assessment of
the e-voting technology are summarized below.

-
Responsible EOM Staff:

UBBE el""}EiY«iAlA

Materials Needed:
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be elected, the right to participate in public affairs, and the right to a secret
ballot. Voting systems should be usable, and steps should be taken to ensure
that the relevant software and services can be used by all votétdf necessary,
alternative means of voting should be provided?

It is critical that election observation missions understand how and why the
technology was introduced and how the system works. Through interviews
and other means, Carter Center observers should assess the process through
which the technology was introduced, including the degree to which the
process was inclusive, transparent, and open to public scrutiny.

E-VOTING SYSTEMSHOULD FUNCTION CORRECTLYAND RESISTMALFUNCTIONS

To protect the right to vote, it is essential that e-voting technologies meet
a number of general criteria. Speci cally, e-voting systems should contain
measures to prevent and resist malfunction, breakdowns, and denial-of-
service attacks? In addition, the system should ensure that its components

19
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operate in accordance with speci cations and that the various components of



provide safeguards to ensure that only the appropriate number of votes are
cast per voter and that voters can cast only one ballot via one voting chanrtél.

Voting systems should offer an authentic ballot to voters to ensure that their
votes are accurately representett,and voters should be able to alter their
choice before casting their ballot, for example, if they have mistakenly pressed
the wrong button.*® Additionally, voters should be able to cast a blank balld®,
and the voting system should indicate clearly to the voter when their ballot
has been cast and should prevent them from changing their vote once they
have voted?’

VoTER EDucATION: PuBLIC AWARENESS AND CONFIDENCE AND
AccESSBILITY OF VOTING TECHNOLOGIES

21






to ensure that voters understand and have con dence in the e-voting system
in use®® and know that their ballot will be secure and their vote will remain
secret.

Carter Center EOMs often assess whether voter education is provided by the
state.

23
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ASSESSMENT OF ELECTION ADMINISTRATION

Electoral administration is central to the success of any election, with

electoral administrators playing a critical role in interpreting the electoral law,
implementing electoral procedures, educating the electorate, and ensuring the
protection of suffrage rights for all citizens.

The key activities, responsible team members, and outputs of an assessment of

the administration of e-enabled elections are summarized below.

*kk

Responsible EOM Staff:
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administration sections of the baseline survey should complement the Carter
Center mission’s understanding of the election administration structure,
providing an overview of those institutions and their responsibility for the
implementation of e-voting technologies.

ELECTIONMANAGEMENTBODIES SHOULD ENSURETHE FULFILLMENTOF
FUNDAMENTALRIGHTS

As an arm of the state, EMBs are responsible for taking necessary steps to
ensure the ful Iment of fundamental human rights®” This obligation is no

25



less critical when considering adoption of voting technologies. Election
administrators choosing to adopt voting technologies must ensure that
such technologies protect—not hinder—the central obligations of genuine
elections?® In particular, considerations of voter educatioff and the right

of all citizens to voteé® and have their vote counted accuratefy are central

to any choice to adopt voting technologies. Also of critical importance

when employing new technologies is careful consideration of the electoral
calendar, with special efforts taken to ensure adequate time is allotted for
implementation, testing, and contingency planning? Access to information is
promoted through transparent electoral processes, including the meetings of
the EMB®®

THE RESPONSIBILITIESF ELECTIONADMINISTRATORAND OTHERSSHOULD BE
ESTABLISHEDN LAW.

The responsibilities of election administrators should be clearly de ned in
legislation. Typically, they include acquiring and distributing voting materials,
goods, and supplies; contracting and training support personnel; coordinating
and training other temporary electoral entities and political party poll
watchers, according to the electoral legislation; and designating and installing
the voting centers and polling stations. In elections employing e-voting
technologies, EMBs bear the additional responsibility of implementing a new
system of voting and managing the relationship with technology vendors.

Further, electoral administrators must balance budgetary concerns,
institutional capacity, and the identi ed needs of the electorate in determining
appropriate voting technologies. In order to effectively carry out their task

in the context of e-voting, election administrators must have the necessary
expertise to understand the technical aspects of e-voting.

It is, therefore, critical that EOMs assess the training programs for election
of cials as well as the role the of cials play in adopting and implementing

%8 OB: UN, ICCPR, art. 25(b)op23 /T1eB Tm (58)Tj ET EMC /Span <</MCID 120479.1 0 12 138.0 5.247 89.
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voting technologies. This may require them not only to review the training
program and other materials produced by the EMB but also to direct
observation of poll worker training sessions.

ELECTIONMANAGEMENTBODIES SHOULD ENSURETHE RELIABILITYAND SECURITY
OF THE E-VOTING SYSTEM

As an organ of the state, the EMB bears responsibility for ensuring that the
rights to vote and be elected as well as other rights are ful lled. In the context
of e-voting technologies, this requires that they ensure the reliability and
security of the system and take all steps necessary to avoid the possibility of
fraud or unauthorized intervention with the system throughout the voting

ASSESSMENT OF TECHNOLOGY PROCUREMENT

In the context of elections in which e-voting technologies are used, other aspects
of the EMB’s work, such as procurement, take on added signi cance.

The key activities, responsible team members, and outputs of an assessment of
the process of procuring e-voting technologies are summarized below.

ok

Responsible EOM Staff:
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Principal Activities:
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voting technologies, and role of technology vendors

UBB "}AEU"IT..EAi*iU>"TE“i“LIAAEcVEIl..iEisiVieeA>+EV®e““"AA 0
technology vendors to evaluate the process of tender and procurement
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process of procurement
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process of tender and procurement, including an evaluation of how chosen

voting technologies respond to the stated needs of the electoral commission
and country in the decision to adopt electoral technology
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process®* In addition, electoral authorities have overall responsibility for
compliance with these security requirements, which should be assessed by
independent bodies.

Carter Center observers should assess the degree to which the EMBs have
taken the steps necessary to ensure that the system is secure. This will include
assessment of many aspects of the process, data about which will be collected
via completion of other sections of the baseline survey (e.g., security,
contingency planning, voter education.)

CRITERIAFOR PROCUREMENBHOULD BE ESTABLISHEDVELLIN ADVANCEOF
ELECTIONDAY AND SHOULD BE BASEDON THE NEEDSOF THE ELECTORATE

The process of procuring voting technologies is critical to the successful
implementation of an electronic system, impacting public con dence,
accountability, and transparency. In the context of electoral processes that
utilize e-voting, procurement can include hardware and software for electoral
administration, voter registration, voting, counting, and tabulation.

E-voting technologies should be responsive to the needs of the electoréte.
An open and competitive tendering and procurement process is crucial to
ensure voting technologies are chosen for their utility and ability to meet the
needs of the electorate, not private interests. Criteria for the selection of the
technology should be clear well in advance of the election.



ASSESSMENT OF SECURITY AND CONTINGENCY PLANNING

Just as important as technical security and security of data are the physical security
measures put in place to prevent interference with the voting equipment. In
addition, it is essential that plans be in place in the event of technical failure.

The key activities, responsible team members, and outputs of an assessment
of the security and contingency planning for the e-voting system are
summarized below.

*k%k
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the security and contingency plans for the election

that citizens can hold their EMBs accountable. Observers should consider
whether key documents and contracts relevant to the procurement process are
publicly available.

VoTING OPERATIONS. SECURITY MEASURES AND CONTINGENCY PLANNING

Just as important as technical security and security of data are the physical
security measures put in place to prevent interference with the voting
equipment. In addition, it is essential that plans be in place in the event of
technical failure. The Carter Center baseline survey thus allows observers
to collect information on the processes and procedures that are in place

to regulate physical access to all e-voting equipment and the central
tabulating computers as well as on the degree to which contingency plans
and procedures are clear to election of cials, that they are implemented
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throughout the electoral process, and that they are adequate to protect the
rights of voters®®

THE ELECTIONAUTHORITIESSHOULD ENSURETHAT THE TECHNOLOGY
OPERATESORRECTLY

The ultimate aim of any security system should be to guarantee that all citizens
who are entitled to vote can do so by secret ballot and that after the close of



For example, rewalls must be set up, vote information must be encrypted
and decrypted, and cyber attacks must be countered.

It is thus important that a robust security system be in place at all levels. To
the degree possible, Carter Center observers should gain an understanding

of all the technical security procedures in place. It is important that an EOM
understand the chain of custody and physical security procedures in order to
assess whether they can effectively prevent unauthorized interference with the
technologies’

THERESHOULDBE A CONTINGENCYPLAN IN CASEOF TECHNOLOGICALFAILURE
AND POLLWORKERSSHOULD BE TRAINEDON HOW TO IMPLEMENTTHIS PLAN

The preparation and dissemination of a carefully constructed contingency plan
are critical to the success of an electronic election, even if it is never used. In
order to ensure adequate protection for the electorate’s suffrage rights, EMBs
should have clear and consistent rules in place in case of machine failure.
The plans should be designed to ensure that voting processes may promptly
continue, either electronically or manually, in a manner that neither infringes
upon equality or universality of suffrage nor impedes ballot secrecy and that
no polling data is lost due to technical failure®
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Certi cation and testing of e-voting technologies in the pre-election period
provide an important means of identifying and addressing issues in advance
of election day, thereby protecting the rights of the voters and candidates to
participate in a genuine election. Completion of the relevant sections of the
baseline survey should provide an EOM with an overview of the certi cation
and pre-election testing procedures in place.

ASSESSMENT OF CERTIFICATION AND TESTING

Certi cation and testing of e-voting technologies in the pre-election period
provide an important means of identifying and addressing issues in advance
of election day, thereby protecting the rights of the voters and candidates to
participate in a genuine election.

The key activities, responsible team members, and outputs of an assessment of
the certi cation and testing of the technology are summarized below.
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Responsible EOM Staff:
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Key Outputs:
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of the transparency and effectiveness of the certi cation and testing process.



STATESSHOULD ENGAGEIN COMPREHENSIVIPROCESSESF IMPARTIAL
INDEPENDENT AND TRANSPARENTERTIFICATIONAS WELLAS OPEN
PREELECTIONTESTING

Any deviations or malfunctioning by such technologies has the potential

to undermine the quality of an election, impacting the accuracy of vote
tabulation and equality of suffrage®® To negate the potential of such effects,
states employing e-voting technology must engage in comprehensive
processes of certi cation and pre-election testing. The purpose of certi cation
is to verify independently, at the outset of the electoral process, that an
e-voting system complies with all the speci cations and requirements for
the technology. Certi cation applies to hardware and software. Impartial,
independent, and transparent certi cation measures should be in place

to ensure that the system meets national or international standards, the
requirements of the election jurisdiction, and the technological speci cations
outlined by the vendor.8!

Observers should consider the process for inspecting and certifying the
software used in e-voting systems, with particular focus on the independence
of the certifying body and its relationship with other stakeholders in the
process as well as the access to the certi cation process granted to domestic
observers, candidates and their agents, and othe¥sThe certi cation process
may well be complete before the start of the EOM; however, analysis of
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OBSERVERSND CANDIDATESAND THEIR AGENTSSHOULD HAVE ACCESS O
CERTIFICATIONAND TESTINGPROCESSES

Because observers (both domestic and international) and candidates and
their agents should have unimpeded access to all stages of the e-voting
process, except those that would violate the secrecy of the vote, domestic and
international observers should have adequate access to various phases of the
certi cation and testing processes. Accordingly, these should be conducted in
an impartial and open manner, with access for domestic observers, political
parties, civil society organizations, and the public as appropriaté.As in a

ASSESSMENT OF ELECTION DAY PROCEDURES

Detailed election day procedures that are easily understood and followed

by polling station workers are necessary to ensure proper administration of

an e-voting process. Such procedures must respond adequately to the needs
of the electorate, including the ability to vote independently and by secret
ballot, cast votes for or against any candidate, and seek resolution for election-
related disputes.

The key activities, responsible team members, and outputs of an assessment of
election day procedures are summarized below.
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Responsible EOM Staff:
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Materials Needed:
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handbooks, and relevant directives
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and other information to gain an understanding of election day procedures

Key Outputs:
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contingency planning, and staff training (prior to election day), based on the
relevant baseline suo58007D00CAO0CC0069005600850098009C008F009Cther information t



traditional, paper-based election, the physical security of electronic election
materials is an essential measure for protecting the integrity of the electién.

International EOMs should be mindful to not certify electronic election
technologies and should make clear to the authorities of the host country and
the EOM that such responsibilities are beyond the mandate of international
election observers. The role of the observer is to provide an impartial
assessment of the electoral process as a whole.

VoTING OPERATIONS. ELECTION DAY PROCEDURES

Detailed election day procedures that are easily understood and followed

by polling station workers are necessary to ensure proper administration

of an e-voting process. Such procedures must respond adequately to the
needs of the electorate, including the ability to vote independently and by
secret ballot® cast votes for or against any candidate, and seek resolution
for election-related disputes®” The Election Day Procedures section of the
baseline survey is intended to give observers a sound understanding of how
the process should unfold on polling day.

In particular, observers should consider whether polling stations are set up to
protect the secrecy of the balld® and whether voters can remove evidence

of how they voted from the polling place as a means of participating in vote
buying.® The obligati